Different aspects of modeling faults in dynamic systems are considered in connection with reliable control (RC). The fault models include models with additive faults, multiplicative faults and structural changes in the models due to faults in the systems.
Jakob StoustrupZ bility of the system. This small example indicate clearly that the description of possible faults in a dynamic system needs to be selected in very close relation with the application of the fault descriptiodfault model.
In this paper, three types of faults/fault models will be considered. The three types are as follows:
additive faults multiplicative faults -parameter faults system structural changes
The above fault models can be considered in connection with the following applications: fault detection, fault isolation and fault estimation. e reliable control, i.e. the control system C M handle faults in the system without resulting in an unstable closed loop system. feedback control with fault rejection, i.e. the effect from the fault is minimized in the closed loop by a pyiback controller. This is equivalent with robust ftdback controller design.
It should be pointed out that this paper is not a survey paper for different reliable control methods, or of robust control methods. These areas are very well described in a large number of papers and books. Without The focus in this paper will be on using different fault models in connection with RC. Further, let the system he controlled by a stabilizing feedhack controller given by:
In the cases where we want to detect, isolate andor estimate parameter changes or uncertainty variations in the system, the fault, the system can he described by: Faults might change the structure of the system. One example is a sensor falling out, which will reduce the number of measurement signals. This will result in multi model systems or hybrid models. Based on a structural change of the nominal system in (1) due to faults, the system takes the following form:
where 7 indicates a change in the transfer function. Note that i = 0 is defined as the nominal model, CS, = C.
Definitions
Based on the three different models given above, anurnher of definitions are now given. 
Reliable Control
Just as in connection with fault diagnosis, the reliable control problem will depend strongly on the type of faults that can appear in the system. In this paper, the various reliable control design problems will he described for the three different model structures given in Section 2. Especially in connection with RC for systems with structural changes, the solution (the selected controller structure, type etc.) will depend strongly on the specific case. There does not exist any general method with explicit design formulae that can handle the general case. Much better design results can be obtained by using dedicated design methods.
The Youla Parameterization
Before considering the three different RC design cases, the (primary) Youla parameterization is shortly introduced. The Youla parameterization will he applied in connection with RC in the following. The Youla parameterization has also been applied in connection with RC in [lo, 171.
Let a coprime factorization of the system G,,(s) from (1) and a stabilizing controller K ( s ) from (2) he given by:
where the eight matrices in (6) must satisfy the 
where
or by using a left factored form:
Using the Bezout equation, the controller given either by (E) or by (9) can be realized as an LFT in the parameter Q, It is required that S is stable to guarantee closed-loop stability. Combining the Youla parameterization with the dual Youla parameterization, it is not a condition that Q and S need to be stable to guarantee closed-loop stability. Q and S just need to satisfy that the closed-loop system given by (12) is stable, [ I l l . S(A) take the following form in the general case:
S(A) = ~G,,A(I-[G,,+G,,UA?G,,]A)-'G,,M (13)
In connection with (13). it is important to note that the stability condition of S andor of S(Q) in (12) for satisfying that the faulty closed loop system is stable, is only valid if the faulty system is still detectable and stabilizable from the specified input signals U and output signals y. This is a standard condition in connection with RC systems. If the faulty system is not detectable and/or stabilizable, additional actuators andor sensors need to be included in the system to satisfy these two conditions. It should be pointed out that the RC setup considered in this paper, does not restrict the possibility to include more general controller architectures, where the number of actuators andor sensors can be changdmodified in connection with faults. This subject, however, will not be described in this paper.
In the general case, the equation for S(A) given above is quite complicated. S(A) needs to be derived explicitly in every single case in order to reduce the complexity of
S(A).
Consider two simple cases, where the multiplicative faults are placed at either the input to the system (actuator faults) or at the output to the system (sensor faults), i.e. the system given by (3) takes the following form Ged(A) Geu(A) ) ~ ( g; ; Geu+GeuA )
Gvd(A) GYU(A)
Gyu + G , d
for multiplicative faults at the input. The system given by (3) takes the following form for multiplicative faults at the output for multiplicative faults at the output.
It is important to note that if S is stable, we do not need a Q-parameter to stabilize the system. In this way, S can be used for analyzing which faults are admissible and how large they can be before the closed-loop system will become unstable.
In Table I , S bas been calculated for a number of different types of multiplicative faults. for multiplicative faults at the input and
for multiplicative faults at the output, respectively.
Using a standard setup formulation, we get the following open loop transfer functions for the design of the Q controller in the two cases (see Figure 2 for the standard setup). For the input fault case, we have So far, the stability part with respect to multiplicative faults has been treated. This is the most important part of the RC. However, it will also in some cases be possible to design the RC controller (the Q controller) with respect to both closed-loop stability as well as closedloop performance. Closing the loop of the system in (3) respectively.
It is possible to combine reliable control with fault isolation. It is then possible to design a number of Q controllers, one for every single fault case and then select a specific Q controller when a fault appear in the system. System description, Gyu(A) From a feedback point of view, a fault in a closed-loop system will in most cases change the structure of the system. However, in many cases, these structural changes can be described by using LlTs as considered in the multiplicative fault case.
In the following, let us just consider the system given by uansfer functions described by andor Gyd at the same time, we might be able to make RC for the system.
Following the line from the above section, we can again calculate S as a function of the system changes and use this for obtaining RC. The structural changes of G,, can be described in the following way:
8," = GVu+(eyu-Ggu) = G y u + A
From Table 1 , we have that
Q needs again to be designed such that
is stable.
As a direct result of the above analysis, is that systems with structural changes can also be handled as systems with multiplicative faults. Therefore no further results will be given here.
Conclusion
In this paper a common framework based on linear fractional transformations has been introduced, which facilitates modeling of additive faults, multiplicative faults, as well as faults that change the model structure.
By applying the (primary) Youla parameterization, an additional controller parameter has been introduced as the main tool to achieve reliability. A feature of the Youla parameterization is that it automatically includes a diagnostic signal.
In order to quantify the reliability of a given configuration, the dual Youla parameterization has been introduced. The corresponding parameter reflects how large faults can be handled by the RC system without losing e.g. stability or performance.
Although faults leading to StruCNral changes of a system in principle calls for ad hoc solutions, it has still been possible to give general formulae for fairly rich and important classes of structural changes. An example can be found in [6] .
One aspect that has not been considered in this paper is the synthesis of the Q controller with respect to both the nominal case as well as the faulty case. The focus in this paper has only been on the design of Q with respect to some possible faults in the system. However, if we let the Q controller also be active in the nominal case, the design of Q turns out to he a multi objective design. The design of Q then needs to he done with respect to a disturbance rejection in the nominal case and with respect to closed loop stability in the faulty case. The disturbance rejection design is an open-loop design of Q. This aspect has been considered further in [6] .
